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A pressing challenge facing the cybersecurity and privacy research commu-
nity is transitioning technical R&D into commercial and marketplace ready
products and services. Responding to the need to develop a better understanding
of how Privacy and CyberSecurity (PACS) market needs and overall technolo-
gy innovation best-practice can be harmonized more effectively the contribution
of this paper is centred upon the development of a set of innovation guiding
principles to inform the overarching IPACSO (Innovation Framework for Pri-
vacy and CyberSecurity Opportunities) innovation framework to be developed.
These guiding principles have been developed from ongoing market and eco-
nomic analyses and innovation modelling research in an effort to explore the
identification of PACS specific deltas with respect to innovation. The develop-
ment of the innovation guiding principles represent a pivotal component in
meeting IPACSO’s overall goals of supporting increased awareness of and en-
gagement in innovation practices, in addition to supporting greater knowledge
of market dynamics, barriers and solution potential for increased innovation ac-
tivity in the domain.
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1 Introduction

The publication of the EU CyberSecurity Strategy [1] and the progress in relation
to the proposal for a Directive concerning measures to ensure a high common level of
network and information security across the Union has and continues to impact the
privacy and cybersecurity market. With clear objectives to encourage economic
growth as people's confidence in buying things online and using the Internet is
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strengthened, opportunities for innovators in this domain is increasing. Nonetheless, a
range of challenges including, but not limited to: pursuing a narrow innovation pro-
cess failing to incorporate the internal and external ecosystem or customer needs, an
overemphasis on technology-driven bottom-up innovation, in addition to unsupportive
deployment channels for research output/commercialization’s hamper the transition-
ing of technology related research developments and outputs to commercial deploy-
ment [2]. Compounding the above challenges, the privacy and cybersecurity (PACS)
domain is deeply influenced from various themes driven by technical, human, socie-
tal, organizational, economic, legal, and regulatory concerns among others; these
factors combine to create marketplace and innovation ecosystem with complex value
chain relationships [3]. Mindful of this, this paper outlines IPACSO’s methodological
approach to develop a series of innovation guiding principles to inform a knowledge
and decision-support framework for identifying, assessing and exploiting innovation
opportunities across the PACS domain.

While a significant general body of information around innovation exists i.e. the
set of rules, models and stages involved [4]; the contribution of this paper is centred
upon the development of a set of innovation guiding principles to anchor the over-
arching innovation framework to be developed. These guiding principles are informed
from ongoing market and economic analyses and innovation modelling research to
explore the identification of PACS specific deltas with respect to innovation. Through
a specific PACS lens, IPACSO therefore aims to support innovators in both industry
and research communities with a responsive innovation framework to enhance their
overall innovation engagement, management and deployment activities. Additionally,
IAPCSO aims to support and provide relevance to academic, policy making and relat-
ed innovation enabling and funding stakeholders in terms of providing guidance and
support to innovation activities. In this vein, IPACSO seeks to refine generic innova-
tion guidance to the PACS domain and stakeholder needs to support innovators via
decision support guidance and toolkits to identify the potential and scope of opportu-
nities in addition to highlighting innovation tactics specifically for this market.

Regarding the structure of this paper; firstly the rationale for an innovation frame-
work is presented, followed by an overview of the IPACSO methodological approach,
and culminates in the identification of the initial guiding principles which will anchor
and inform the development of the IPACSO Framework.

2 Rationale for an Innovation Framework

A pressing challenge facing the cybersecurity and privacy research community is
transitioning technical R&D into commercial and marketplace ready products and
services — “New and innovative technologies will only make a difference if they are
deployed and used. It does not matter how visionary a technology is unless it meets
the needs and requirements of customers/users and it is available as a product via
channels that are acceptable to the customers/users” [2]. While innovation is widely
recognized by industry and academics as a sustainable and competitive enabler, none-



theless understanding of innovation management and practice remains fragmented,
misunderstood and untamed by practitioners and researchers [4].

Innovators operate within complex and turbulent environments, and are increasing-
ly confronted with escalating and rapid technology developments, competitive global
market competition and shorter product life cycles meaning they must be reactive and
flexible to organizational, technological and market shifts [5]. Indeed, the privacy and
cybersecurity market is deeply influenced from various themes driven by technical,
human, societal, organizational, economic, legal, and regulatory concerns among
others; these factors combine to create marketplace and innovation ecosystem with
complex value chain relationships [3]. Innovation therefore, cannot not occur within a
vacuum and is impacted upon by a range of external contextual factors in addition to
the following internal considerations, including but not limited to, strategy and cul-
ture, resources and skills, leadership, organizational structure and external linkages

6], [71. [8].

Reflective of the above, innovation practice is far from straightforward “...most
innovation is messy, involving false starts, recycling between stages, dead ends and
jumps out of sequence” [4]. Indeed, it is argued that the problem does not lie in the
generation of innovative ideas, but more in the successful management of the innova-
tion process from an idea to a successful product in the market [9]. As cited by [10],
Booz Allen Hamilton found that a common denominator in terms of transitioning new
products to market is the utilization of a defined process for managing innovation
incorporating stage approval and measurement processes across critical components.
In a similar vein, the 2013 iteration of The Global Innovation 1000 Survey [11] identi-
fied that the level of R&D investment is not exclusively what determines innovation
success; as how R&D funds and efforts are invested in capabilities, talent, processes
and tools significantly impacts upon innovation development efficiencies and success.

3 Methodology

In pursuit of the development of a knowledge and decision-support innovation
framework in the privacy and cybersecurity technology space, the IPACSO project is
guided by an overarching three-staged methodological approach, as synopsized be-
low.

IPACSO is an EU-funded Coordination and Support Action (CSA) project aimed
at supporting Privacy and CyberSecurity innovations in Europe. IPACSO is focused
on adapting existing innovation methodologies available in other domains, both gen-
eral and specific; optimizing these approaches for the Privacy and CyberSecurity
(PACS) market domains. Ultimately, IPACSO will combine innovation support mod-
ules based on established Methods (both generic and technology-specific), with new
innovation support approaches geared towards the specific needs of the European
PACs marketplace.



Stage 1: Development of a PACS innovation knowledgebase that will provide a
detailed, yet intuitive understanding of the cybersecurity and privacy innovation space
industry, market and value chain assessments, product and industry taxonomies,
PACS (economic insights and considerations, innovation model overviews).

Stage 2: Development an analytical and decision-support framework for innova-
tion management, macro analysis and product and ideation to enable innovators to
identify, assess, prioritize and execute product ideas in a rigorous, market-centric
manner.

Stage 3: Proof of concept and validation of the developed framework on several
levels, via iterative stakeholder engagement. IPACSO framework content will also be
validated iteratively, via bootcamp events and through related dissemination and ex-
ploitation events and programmes.

For the purpose of this paper, Stage 1 takes centre stage and the methodological di-
rection involves the triangulation of emerging findings from three parallel work-in-
progress research streams to inform the identification of a series of guiding principles
to anchor the overarching IPACSO innovation framework to be developed.

3.1 PACS Market Analysis

The PACS marketplace has experienced significant growth in recent years, with
further overall growth anticipated on both EU and global levels between now and
2020. Globally the market is presently valued at €62.4bn per annum, with a 13.4%
global annual growth predicted between now and 2020, leaving an anticipated 2020
market of over €111m [12]. The EU market is presently worth approximately one-
quarter of the global market at €16.5bn, with just under 10% growth per annum pre-
dicted within the region, leaving a future potential EU market of €25.1bn by 2020.

Existing and future growth in the PACS space is driven by a number of key trends,
including an ever increasing number of threat vectors in which ICT infrastructure can
be compromised, driven by more diverse and pervasive emerging technologies (e.g.
mobile, Internet of Things and cloud infrastructures), increasing regulatory initiatives
making security and data breach notifications mandatory (e.g. EU Data Protection
Directive [13], NIS Directive [14], increased technology standardization leading to
security exploit information being readily available to attackers, and via increased
security spending both internally and via outsourcing. Many commercial organiza-
tions are also moving away from viewing security as just a “tick the box” initiative,
increasingly purchasing security in response to genuine fears of data breaches and
other security threats. Exponential data growth is also another security market driver
as privacy risks increase in line with growing data volumes and ease at which datasets
can be de-anonymized. Data growth is also a driver of security technology innovation,
as effective security monitoring and mitigation increasingly becomes a “big data”
problem.



Within the PACS domain several challenges exist around bringing new innovations
effectively to market. Key solutions in the domain are of a technically complex na-
ture, generally developed by highly technical individuals with significant experience
in the industry, many staying in the industry for long periods as serial entrepreneurs
[15]. In addition, while the military and government space demands one-off bespoke
solutions, the marketplace for PACS solutions serving general commercial require-
ments is highly saturated, with an ever growing array of PACS technology options.
This is reflected in the year-on-year growth in attendees at key industry conferences
such as RSA (this year’s conference had 340 vendors exhibiting in the data security
category alone) [16]. Such product saturation makes it difficult for PACS innovators
to differentiate products from other offerings, to accurately evaluate their own product
features versus those of competitors due to the vast competitive knowledge necessary,
and ultimately for customers to find time to understand differences between products,
especially when product benefits sound similar at the marketing level. This often
leads to poor product decision making, and the cheapest alternative being purchased
as opposed to the most effective one.

Other challenges relate to the reality that security is purchased as a risk mitigation
measure rather than providing any direct return on investment value itself — making
value justification arguments more difficult for PACS vendors to make, when the
solution’s value is related to some future security event whose timeline is unknown in
advance [17]. Effective security ultimately involves people, process and technology
elements, so consultancy and service expertise is also necessary to sell security prod-
ucts effectively. This is reflected in some of the high-profile M&A activity in the
space where key product vendors (e.g. FireEye) are acquiring outside service and
consultancy expertise (ala Mandiant) [18]. Challenges of moving PACS innovations
from prototype to adoption and integration in real world environments can also pose
barriers and challenges.

Aside from strong internal capabilities in technology product management and in-
novation models and processes, PACS innovators with appropriate access to the best
innovation ecosystems and environments are also at a key advantage. Key ingredients
supporting such optimal environments include sustained access to the hardest cyber
security and privacy problems (i.e. within military and large organization settings), a
strong cyber-academic base, access to a sustained skill and talent flow of scientists
and engineers, appropriate funding and mentoring supports from venture capitalists
and similar commercial investors, backed up by strong government leverage around
commercially backed investments. Flexible tech-transfer terms and appropriate logis-
tics and ease of human interaction within the innovation hub are also ideal ingredients
[19].

3.2 Innovation Models

Innovation models are important because they assist management teams in fram-
ing, understanding, and acting on the issues which need managing [20]. For this rea-
son a review of innovation models is presented to illustrate the interrelated stakehold-



ers, processes and issues which need to be factored into an overarching innovation
framework.

It is cautioned that if innovation models are limited the subsequent innovation
management and delivery approach will also be hampered [4]. Understanding of the
process of innovation at the firm-level has evolved throughout recent decades from
simplistic linear and sequential models to increasingly complex models embodying a
diverse range of inter and intra stakeholders and processes. Distinguishable by their
management focus, strategic drivers, accommodation of external actors and internal
and external processes and function level integration, Rothwell [6] documented five
shifts or generations, as synopsized below [4], [6], [10], [20], [21], demonstrating that
the complexity and integration of the models increases with each subsequent genera-
tion as new practices emerge to adapt to changing contexts and address the limitations
of earlier generations [21].

The first generation technology push era of innovation models represents a simple
linear structure which mapped innovation as a sequential process performed across
discrete stages. Technology push is based on the assumption that new technological
advances based on R&D and scientific discovery, preceded and ‘pushed’ technologi-
cal innovation via applied research, engineering, manufacturing and marketing to-
wards successful products or inventions as outputs. In the second generation market
pull era a linear model depiction of innovation also applies, this time prioritizing the
importance of market demand in driving innovation endeavors. What distinguishes
this model from its predecessor is that rather than product development originating
from scientific advances, new ideas originate in the marketplace, with R&D becoming
reactive to these needs. The third generation Interactive, Coupling or Chain-linked
models overcame many of the shortcomings of the previous linear atypical examples
models, by incorporating interaction and feedback loops to recognize that innovation
is characterized by a coupling of and interaction between science and technology and
the marketplace. Consequently, the third generation models integrate multiple in-
house functions and interdependent stages. While third generation models were non-
linear with feedback loops, a sequential nature of the stages of innovation were char-
acterized. In response, and aiming to reflect the high degree of cross functional inte-
gration within firms, fourth generation integrated or parallel models reflect signifi-
cant functional overlaps between departments and/or activities. A further novel fea-
ture of this model is the concept of external integration in terms of alliances and link-
ages with suppliers, customers, universities and government agencies. Extending from
the previous generation of innovation models, fifth generation systems integration and
networking models emphasize that innovation is a distributed networking process
requiring continuous change occurring within and between firms, characterized by a
range of external inputs encompassing suppliers, customers, competitors and universi-
ties. Reflecting a systems thinking approach, the dominant characteristics are the inte-
gration of a firm’s internal innovation ecosystem and practices with external factors in
the National Innovation Environment. The fifth generation models are characterized
by the introduction of ICT systems to accelerate the innovation processes and com-
munications across the networking systems in terms of raising both development effi-
ciency and speed-to-market through strategic alliances. More recently and following



on from the seminal work of Rothwell’s innovation generation model typology, re-
searchers [23] have suggested that Chesbrough’s [23] open innovation model represent
the latest wave of innovation models. Reflecting a dominant orientation to the preced-
ing network models of innovation, the open innovation approach is not limited to
internal idea generation and development, as internal and external ideas in addition to
internal and external paths to market (licensing, insourcing etc.) are facilitated within
the innovation development chain.

In addition to the overarching innovation models, an extensive corpus of literature
[6], [24], [7], [25] has accumulated documenting the range of end to end phases relating
to innovation processes: idea generation, selection, development, implementation and
launch, and post launch in some cases (as synthesized by [21]). A common thread
emerging from the literature is that while there is logical order in these phases, the
order is not necessarily linear. All models start with some form of idea generation or
searching stage. Secondly, a selection phase follows to determine which projects are
feasible and potentially lucrative enough to be pursued. Methodologies and practice
of relevance to these initial stages include innovation management, market analysis
and competitive intelligence, technology forecasting [25], [27], [28], [29]. The third
step reflects the development phase where the idea is developed into a tangible prod-
uct, process or service. This stage can be described differently where terminologies
such as development, prototyping, manufacturing and realization are used inter-
changeably. Methodologies and practice of relevance to development stages include
Agile, Lean Startup, Waterfall and Spiral [30], [31], [32], [33]. The fourth phase repre-
sents implementation/launch and typically entails marketing, distribution, logistics
and customer facing activities. Business modelling and product road testing [34], [35]
methodologies and practices offer significant contribution for this key stage. Some
authors also include a post launch phase to accommodate re-innovating, scaling and
learning dimensions [25], [8].

3.3 PACS Economics

As stressed by [36] the main objective of cybersecurity investments is to reduce the
risk of security breaches. However, a twin-goal might be the reduction in variability
of potential losses from cybercrimes. It is a notoriously difficult matter to estimate the
cost and benefit components in the area of increased IT security and privacy. In a
nutshell, the Economics of CyberSecurity and Privacy models IT security and privacy
as decisions by the players involved. Mindful of this, the principles of economics to
the analysis of cybersecurity and privacy opportunities/problems can provide insights
into cost-benefit trade-offs faced by different market participants, their strategic be-
havior and market outcomes (i.e. welfare effects). At the core of the economics of
cybersecurity and privacy are security risks. Especially important are financial gains
as motivation for cybercrime. Moreover, the field also covers the analysis of market
mechanisms and market failures as well as the economic impact of government regu-
lations of cybersecurity. This field of research not only uses economic theory for the
explanation of cyber security and privacy opportunities/problems, but also increasing-



ly employs approaches of behavioral economics. In this vain, cybersecurity and priva-
cy issues can be evaluated using concepts such as asymmetric information problems
(moral hazard, adverse selection) or externalities. The overview literatures typically
concentrate on cybercrime statistics, market failures and instruments to improve mar-
ket failures [37], [38].

The rationale for an economics perspective in this research is to surmount the diffi-
culty of estimating tangible benefits leads to a problem of making a business case for
spending on PACS. Often, companies only react with increased spending on IT secu-
rity after a large-scale data breach has occurred. In such a situation, it is relatively
easy for IT staff to make a business case. So timing is important for showing the value
proposition of innovative PACS products and services. Moreover, as firms act under
budget constraints, the option of spending more funds on improving IT security com-
petes with other options that might improve revenues (such as spending more on mar-
keting). If incentives are not aligned, they lead to suboptimal choices. For example,
in order to obtain an economic incentive for the adoption of a new IT security system,
the firm facing this decision needs to know (all) the costs and benefits involved in
obtaining the system in order to make an optimal decision. There are a number of
policy instruments that can impact on economic incentives of market players by
changing cost-benefit categories and therefore the trade-offs of those participants.
Mandatory instruments are implemented through legislation, regulations or mandatory
Codes of Conduct encompassing: duty of care or diligence standards, Data breach
notifications, property rights to personal information. Voluntary instruments include
Trust marks and technical security seals i.e. TRUSTe, BBBOnline, EuroPrise; sharing
of critical incidence information Computer Emergency Response Teams (CERTS) or
Computer Security and Incident Response Team (CSIRTS). Other mechanisms are
informal exchanges or community-driven Warning, Advice and Reporting Points
(WARPSs), the promotion of cyber insurance and security standards.

4 Guiding Principles for the IPACSO Framework

Responding to the challenge of transitioning technology related R&D into com-
mercially viable innovations; the synthesis of the three aforementioned research
streams signals a range of pertinent factors with reference to shaping the guiding in-
novation principles.

e Various market assessment techniques can support product development strategy at
the “idea” level such as market hypothesis gathering, competitor and value chain
assessments, product and technology roadmapping, business model generation and
lean canvas techniques, and use case and persona development among others.

¢ Innovation process models involve a pattern of end-to-end stages and embody a
diverse range of inter and intra stakeholders and processes. To offer tangible sup-
ports to PACS innovators, the proposed framework needs to accommodate each
stage and support innovators in terms of their internal and external innovation eco-
systems.



e Economic modelling of IT security and privacy purchasing decisions, market
mechanisms and cost benefit trade-offs can inform business case, modelling and
value propositioning supports.

Based on the foregoing triangulated desk research (discussed in section 3 above)
and as listed below in Table 1, six preliminary innovation guiding principles have
been formulated as a precursor to the overarching IPACSO framework to be devel-
oped.

Table 1. Derivation of the Guiding Principles

Research Themes Guiding Principles

1 Market Analysis: macro trends, technology
SOTA, PESTEL, competitor analysis etc.

2 Formulating Product/Service Idea: valida-
PACS Market Analysis tion, scalability, value chain positioning, fu-
ture proof etc.

3 Innovation ~ Process:  identify/  refine
/benchmark models, resourcing/ teaming/
incentivizing

Innovation Models 4 Innovation Training: ideation, development
approaches, portfolio management etc.

5 Legal/Regulatory/Standards Landscape: DP,
CIO legislation, NIS Directive, CyberSecu-
rity etc.

PACS Economics 6 Business Modelling: value propositioning,
market validation, revenue sources, segmen-
tation, channels etc.

These principles, transcending innovation process and training, idea formulation,
market analysis, legal/standards landscape and business modelling categories inte-
grates key focal points of relevance to innovation engagement and management.
These building blocks represent the culmination of the first stage of the overarching
IPACSO methodology, providing a synthesized helicopter overview of key considera-
tions and potential menus/modules for the knowledge and decision-support innovation
framework for identifying, assessing and exploiting market opportunities in the priva-
cy and cybersecurity technology space. These preliminary guiding principles will
form the underpinning inputs to the design of the IPACSO framework in terms of
responding to, and meeting target stakeholders’ innovation requirements, pain-points
and needs. Importantly, these six focal areas represent a platform to refine existing
innovation and market knowledge methodologies, practices and tools to support inno-
vators in identifying, assessing and exploiting innovation opportunities These guiding
principles will subsequently be validated via the IPACSO Innovation Advisory Board
and extended outreach and dissemination channels and will inform the second stage




of the IPACSO process i.e. the development of the IPACSO Innovation Framework
where knowledge paths and signposts to resources, tools and tactics will be provided
to innovators to support their engagement, navigation and exploitation of their inno-
vation endeavors.

5 Conclusions

The development of the proposed guiding principles represent a pivotal component
in meeting IPACSO’s overall goals of supporting increased awareness of innovation
engagement and management practices, in addition to supporting greater awareness
and knowledge of market dynamics, barriers and solution potential for increased in-
novation activity in the domain. The next phase in the IPACSO methodological pro-
cess is to validate, and achieve consensus on these guiding principles through iterative
stakeholder engagement in order to shape and inform the subsequent development
criteria of the IPACSO framework. The actual components and content of the
IPACSO framework will, in turn be developed into decision support modules and
associated toolkits which will be equally iteratively developed, trialed and validated
with target stakeholder engagement, primarily through validation training Bootcamps
and wider dissemination and outreach channels.

Accordingly, the output of this initial phase of the IPACSO research project im-
pacts and has implications at various levels, most notably in terms of framing both
innovator and firm-level innovation requirements within the PACS domain, which has
relevance to academic and policy making audiences also. Additionally, given that the
research outputs form a pivotal component of the IPACSO project, they will actively
contribute to ongoing debates and objectives around shaping support measures for
PACS innovation awareness, competency building and innovation policy support
developments in the domain. Furthermore, these insights, and the IPACSO project
overall, will have relevance to the European trust and security Framework research
programme portfolio which are increasingly charged with focusing on potential inno-
vation arising from their activities, in terms of increasing project outputs for economic
and societal benefit.
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